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Lending Solutions, Inc. Leverages
Centrify to Implement Emergency

Remote Access for Privileged Users

While Maintaining PCI Compliance
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Lending Solutions, Inc. (LSI) is an employee-owned company headquartered in Elgin, IL. With over 750
employees, LS| leverages technology to assist millions of families around the US with their financial inquiries and
concerns on behalf of the company’s financial services clients.

THE CHALLENGE

Because LSl serves financial services institutions, it's considered

an "essential” business and was required to stay open during

the COVID-19 shutdown. But employees were nervous. Social
distancing was implemented to the greatest degree possible, but in
a call center, that proved difficult. Vice President of IT Dan Boutin
began working with his team to discover how they could get

their agents safely and productively working from home with the
resources they already had on hand.

“A year ago we'd started to build a business continuity plan, and
we'd outlined what our goals would be in a pandemic scenario, but
we hadn't completed the project,” says Boutin. “We were unprepared
for a situation like COVID-19, where employees needed to work from
home on a mass scale.”

LS| had a remote workforce strategy in place, including a work-from-
home solution with around 75 home-based agents using a VPN
connection over a business-class ISP and two-factor authentication.
While the set up was effective, it couldn’t be achieved fast enough in
a mass deployment situation.

The company needed to get approximately 400 more agents working
from home so they could continue to be productive, without the risk of
spreading the virus in a close-quarters office setting. At the same time,
the solution would need to meet stringent PCI compliance mandates
which are particularly prescriptive in terms of privileged access.

“Centrify was the only path we had available to get
our agents working from home and maintaining PClI
compliance. Using Centrify as a pandemic work-from-
home solution was a totally unexpected benefit that

we'd never even considered when we purchased
the solution.”

DAN BOUTIN,
Vice President of IT, Lending Solutions, Inc.
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With Centrify already in the LSI environment, extending its
capabilities to enable secure remote access seemed like the best
course of action. Time was of the essence, so Boutin staged an
executive team call and pitched the Centrify solution. “The execs
were instantly on board,” he says. Next, he suggested the Centrify
solution to the company’s PCI QSA auditor. “He also approved it, and
that made it a slam dunk.”

THE SOLUTION

LSl is a Windows shop, running almost all virtual Windows

2012, 2016, and 2019 servers, with both physical and virtual
Windows 10 workstations. In 2018, LSI was looking to achieve PCI
compliance through Remote Desktop Protocol (RDP) access and
secure credential storage. At that time, HALOCK Security Labs,
which LSI was using for penetration testing, recommended the
Centrify solution. “"HALOCK told us Centrify was a great product,
and that they always recommended Centrify when it came to
privileged access, so we took their word for it, and we were right
in doing so,” says Boutin.

LSl agents sometimes access their client’s banking systems, but
due to call center turnover, managing rosters can be tedious.
Many financial services organizations simply create a handful of
generic accounts for LS| agents and a password. Prior to Centrify,
all LSI agents knew the generic passwords to hundreds of banking
platforms, which created a clear security risk.

“Agents could log into those accounts from home using generic
credentials and nobody would know who accessed them or when,”
says Boutin. “That's the beauty of the Centrify solution. Now, they
use a hyperlink in the knowledge base to gain access. No one sees
generic credentials. When we tell our clients that, they're overjoyed.
It's acted as a competitive advantage for us more than once.”

Now, with a pandemic on their hands, Boutin's team needed to figure
out how hundreds of agents could gain secure access to data from
home. LS| was already using Centrify Privileged Access Service (PAS)
to provide privileged access management (PAM) that granted access
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“Centrify has proven to be an effective solution to achieve
and maintain PCl compliance, but it can help in the rapid
deployment of a call center for any reason. And it can do

so without a significant hardware investment.”

DAN BOUTIN,
Vice President of IT, Lending Solutions, Inc.

to privileged user accounts via a password stored in the password
vault and multi-factor-authentication (MFA) on top of it for an
additional layer of security.

“We quickly set up stations in the Centrify PAS Portal so agents
could get secure remote access to their physical or virtual machines,”
says Boutin. “Team leaders generated role-based passwords for
agents that are maintained through Centrify. That keeps passwords
to client systems in the least amount of hands possible.”

THE RESULTS

LSI had originally selected Centrify for compliance to PCI. “There
was a PCl 3.2.1 requirement which stated that, as a third-party
processor, we had to be responsible stewards of client data,”
says Boutin. “Because we provide loan origination services, we
also pull credit reports, so sometimes credit bureaus will come
perform audits as well. Experian adopted the PCI Standard but
for credit reports instead of credit cards and called it “EI3PA.”
That was another reason we purchased the product initially — for
compliance to both PCl and EI3PA, which, thanks to Centrify, we
achieved in 2018.”

In response to the COVID- 19 virus, LS| again called on Centrify to
provide remote access for privileged personnel, while remaining
compliant to the same regulations. Agents are currently using
Centrify Identity-Centric PAM to work remotely. LS| set up a remote
desktop through Centrify that allows its agents to access the same
environment they have in the workplace. It was quick to set up and
the company has maintained compliance to all the regulations and
standards they follow.

Centrify enables digital transformation at scale, modernizing how organizations secure
privileged access across hybrid- and multi-cloud environments with Identity-Centric PAM
based on Zero Trust principles. To learn more, visit www.centrify.com.
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“Centrify was the only solution we had readily available to quickly
enable the majority of our agents to work from home. We were in a
pinch and we needed an effective, fast solution. Centrify delivered
all the core elements required to keep the business up and running
in a complaint manner and helped us to maintain the health and
personal safety of our employees. The time-to-value was everything
we could have asked for. And our agents are grateful that we put
the time and effort into keeping them safe,” says Boutin.

“Centrify was exactly what we desperately needed in a
pinch. We bought it specifically for PCl compliance, and it
ended up saving our business from a pandemic.”

DAN BOUTIN,
Vice President of IT, Lending Solutions, Inc.

LOOKING FORWARD

Looking to the future, Boutin is considering leveraging

the Centrify PAS as a secrets vault to provide LSl's internal
developers with ephemeral tokens rather than less secure, static
passwords. And he’s evaluating the solution’s session recording
capabilities. “"We have jump-boxes that we'd like to have
recorded when they're accessed for production,” he says.

The Centrify Audit and Monitoring Service monitors privileged
activity centrally at the jump-box level (for remote login sessions)
or on each individual system for more fine-grained visibility. At

the system level, Centrify uniquely monitors at both the shell and
process levels, helping avoid shell and alias spoofing attempts and
attributing all activity to the individual versus a shared account. The
session logs provide auditors with a searchable, DVR-like recording
that illustrates what commands were executed and by whom. This
feature collects data and stores it in a single, on-site repository.
Data sets which used to take months to compile are now instantly
available, which is powerful from a governance and compliance
perspective, and it strengthens the organization'’s ability to respond
to and mitigate insider attacks and user errors.
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