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CKBO3HOS AHAOAUTUKA NOBEAEHYECKUX PUCKOB AAA BCEU opraHunaunu

IOpoTaeA u
Ub PUHAHCHI KOMMAQEHC PykoBOACTBO

YcuabTe 3awmty M adcdekTusHocTb Ub-
npoLeccos

MoBbICbTE NPOAYKTUBHOCTDb U
NPO3PAYHOCTb PAOGOTbI COTPYAHUKOB

\ J
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HeBuAMMbBIE YrpoO3bl MOTYT HOHECTHU PEAAbHbIU YLLLEPO.

YnpasaanTe BHYTPEHHUMMU PUCKAMM.

MoAyHauTE TOYHYIO U NPAKTUYECKYIO AHAAUTUKY, YTOObI YCUAUTD 3ALLLUTY U 3AKPbITb
npo6eAbl B BUAUMOCTHU
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LLeHHOCTb AAM GU3HEeCa Ha BCeX YPOBHAX OpPraHusaumum

MOHVITOpMHI‘ OKTUBHOCTMU ynpaBAeHMe MHCAUAEPCKUMU
NMOAb3OBATEAEU PUCKAMU
* POCT NPOAYKTMBHOCTM COTPYAHMKOB * [1IPOAKTMBHOE BbISBAEHUE BHYTPEHHMX YIPO3
* [OTOBHOCTb K QYAUTY U COOTBETCTBUE PENYAITOPHbBIM » COKpQALLLEHWE BPEMEHM HAO PACCAEAOBAHUS U
TPEOOBAHMAM PearMpoBaHME
* [Mpo3payHblie 1 OBOCHOBAHHbLIE PACCAEAOBAHMS * [loAAEPXKA OMEPALMOHHbBIX M CTRATEMYECKMX
. peLIEeHMMN
* KOHTPOAb 1 BUAMMOCTb PABOTbI YAQAEHHbIX U
MOPUAHBIX KOMOHA * YCUAEHME KOMMAQEHCA M TOTOBHOCTU K TPEOOBAHMAM
FOCPETYAATOPOB
* PAHHee BbIIBAEHME MPU3HAKOB BbIrOPAHMA 1 CHUKEHMS
BOBAEYEHHOCTU * CHMXEHME PUCKA AOPOTOCTOALLIMX MHUMAEHTOB Mb
4 MacwTabupyetcs 6e3 orpaHnyieHuin | Pa6otaeT MoAHMEHocHO | HacTpaueaeTcs noa sawwu 3aaaym  [Veriato)



PYHKUNOHAAbHbIE€ BO3MOXXHOCTH

CbHop TEAEMETPUM KOPMNOPATUBHOIO YPOBHS

MOAAEPXKO BCEX KAKOYEBBIX TUMOB ACHHbIX: €mMadil, 4aTbl, CAMTHI, MPUAOXKEHMS,
CKPUHLLIOTbI, BXOA M BbIXOA M3 CUCTEMBI, MPOCTOM, GOAMAbI M AOKYMEHTbI, CETEBbLIE
AEMNCTBUS, HODKATUSA KACBMLLI

OLEHKA NPOAYKTMBHOCTU COTPYAHMKOB

MMBOKO HACTPAMBAEMbIE OTYETHI M AQLLIOOPAbI
HeorpaHMYeHHOE CO3AAQHUE U YNPABAEHME OMOBELLLEHUIMM
MMOKME NOAUTUKM 3AMMCU MOAb3OBATEABCKOM AKTUMBHOCTM

BbISBAEHME M MACKMPOBAHME KOHAOUAEHLIMAABHbIX AQHHbIX

BAOKMPOBKO CAMTOB, MACKMPOBAHME ACHHbIX M MCKAIOHEHME OTAEAbHbIX
QOKTMBHOCTEM M3 3AMNMUCH

MHTerpaums ¢ Microsoft 365

OtkpbIThivt RESTfUl APl AAS MHTETP AL

EAMHBIV XXYPHAA QyAUTA AEUCTBUI

AALLBOPA YNPABAEHNA PUCKAMM C AHOAUTUKOM AA MPUHATUS PELLIEHMM
OueHKA MHCAMAEPCKMX PUCKOB HA YPOBHE MOAb3OBATEAS U FPYMMb
NocTpoeHue 6A30BOro MPOdOUAL MOBEAEHUS MOAb3OBATEAEMN

MMOKO HACTPAMBAEMAS AHAAMUTUKA PUCKOB M MOBEAEHMUS

NLP-aHOAM3: onpeAeAeHne TOHAAbBHOCTM COOBDLLLEHMM
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He3zameTHoe pa3BeépTbiBaHue. [ToAHAS BUAMMOCTbD.

AreHT Veriato KopnopaTUBHOro ypoBHS ObICTPO HAOCTpAUBAETCS U cobupaer
BCe HeobxoAuMblIe ACQHHbIe

AreHT Veriato pabotaer
He3aMeTHO B (POHOBOM
peXume Ha
YCTPOUCTBOX, COBMPAs
AQHHbIE 1 NEPEAOBO
WX B BALLIY CPEAY

ABa NpocTbix cnocob6a YCTAHOBKM:

BapuaHT 1: AOKOABHAS YCTAHOBKA
Mpr HOAMYUM AOCTYNA K YCTPOMCTBY AreHT MOXHO
CKQa4aTb HANPAMYIO 13 NpuAoXeHus Veriato 1
YCTAHOBMUTb C MOCAEAYIOLLLEM NEPE3ATPY3KOM.
MOAXOAMUT AAS MOATOTOBKM HOBbIX YCTPOMCTB, K
KOTOPbIM €CTb OU3MYECKMIM AOCTYN

HacTpouka noautuk c6opa
ACQHHbIX

,A.Aﬂ OTAEAbHbIX NMOAb3OBATEAEM

UAM TPYMN MOXHO 30AQTh
MOAUTHUKU, KOTOPbLbIE
OMNPEAEASIOT, KOKME AQHHbIE

COBMPAET AreHTt: MoCeLLEHHbIE
CQMTbI, HOXKATUA KACBMLLI,

MCMNOABb3OBAHME MPUAOXKEHUM,

CKPUHLLOTBI U ApYyTHe

AHOAMTHKA U AEUCTBUSA HO
OCHOBE AQHHbIX
NocAe HOCTPOMKM AreHT
nepeAqéTr AQHHbIE B BALLY
cpeay Veriato, rae nx MO>XHo
OHOAM3MPOBATD,
MCIMOAB3OBATb AA4
OMOBELLLEHWMM U MPUHATUS

Veriato QKTUBHOCTM ACQAbHEMLLIMX MEP
:0:‘ =
----------------------- ) B P
e _u_
a8
i o>
OAMH AreHT MNOAXOAMT KAK
AAS AOKAABHOTO ) =
T e BAPHAHT 2: YAQAEHHAS YCTAHOBKA
p6 ! o ATEHT MOXHO PA3BEPHYTb YAOAEHHO C MOMOLLLLIO
OOACGHHBIX MOAB3OBATEACU Intune, NetDeploy, Jamf 1 APYrx MHCTOYMEHTOB
YMPOBAEHMS YCTPOMCTBAMM
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UHTYUTUBHBIU U TMOKO HOCTpAuBaembin HTepcdeunc

YA0OOGHbIe paboyine npoueccbl U NOAHOCTbIO HACTPAUBAEMbIN AQLLOOPA,

(Veriato) Dashboard

Date Range Groups Users

i Dashboard 08-12-2025 to 08-15-2( | | All Groups s All Users $ Apply Clear Configure Dashboard
40 Risks )

X Alerts by Type H X Alerts by Status H X Alerts Over Time
° .
ao Productivity @ Application @Email @File Action @Closed @Resolved @ Application @Email @File Action

@Keyword @ Website @ Under Review @Keyword @Website

20 Alerts

7.79 69.142k 2.217k

= Explore "
1,66275K -
5.8425k 51.8565k | 1
B Reports | |
1.1085k | /
_ ) 3,895k 34,571k | | |
£ Rule Builder | |
554.25 } | |
/,:.,-..-=-'——:—:,——HC—AM | f
- B Policies 1.9475k 17.2855k \ J
0
I‘ L O PP PP OO ™D S
Q¥ o O o7 Q0 Q' O OF A N NV AT AT N
. : I I IS FTSTFTFSEFF
£ Configuration 0 @ STFIFFPEEFSSSSS

= — 5 5 5 o5 o 5
W FF P PP PP o
D S S

- . Alerts by Type Alerts by Status
£l Admin

O Help
£ Billing

'™ Marketplace
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HacTpouTte Aawibopa NoA CTPYKTYPY BaLlen opraHmM3aLmm

AAQNTALMUA NO POASM U PA3HbIE NPEACTABAEHUA AGHHbIX

(Veriato)

|~ Dashboard
2o Risks

2 Productivity
20 Alerts

= Explore

FB Reports

& Rule Builder
B Policies

& Configuration
&1 Admin

O Help

£ Billing

'™ Marketplace

Date Range Groups
08-12-2025 to 08-15-2( All Groups

x Alerts by Type
@ Application @Email @File Action
@Keyword @ Website

7.79k

5.8425k

3.895k

1.9475k

0
Alerts by Type

Dashboard

Users

& All Users

x Alerts by Status

@Closed @Resolved

@ Under Review

69.142k

51.8565k

34571k

17.2855k

0 — ——

Alerts by Status

a

Apply Clear Configure Dashboard
X Alerts Over Time
@ Application @Email @File Action
@Keyword @ Website
2.217k
R
|
1.66275k H

| 1
1.1085k “ \
|
‘

554.25 {

\§

Busyaausmpyure

KAIO4YéeBbie AAHHbIe C

y4éTtom KPI, poan

NOAb3OBATEAA UAU 3AAQH

NOAPQA3AEeAeHUs

J
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ACII.IJ60PA NnoBeA€HUA NOKA3bIBAET PUCKU MO KAXKAOMY NOAB3OBATEAIO

BbICTpGSI HOBUIALUMSA, BbISBAEHUE MOAb3OBATEAEU C BbICOKMM PUCKOM U AETAAbHAA
AGHAAUTUKA

(Veriato) Risks
Dashboard User Groups Users / \
Date Select an option = Select an option S Apply Clear

Risks

Productivity Daily High Risk Daily Possible Risk Daily Low Risk Average Risk
10 1 1213 0.91

Alerts o S
Number of high risk user records Number of possible risk user records Number of low risk user records Average risk for date

Explore
User Risk Score Category Rank Activities 30 Day Trend =

e . _ PaboTauTe ¢ AKTyAAbHbIMU
Vokibuzoxe 100 High 1 J 22 Trend

Rule Builder ACIHHbIMM B pqubHOM

N Qamowejure 100 High 1 J 7 Trend

poliies BPeMEHU U cpasy

N o b - | o BbISABASMTE NOBbILUEHHbIE

Admin Tupoviloqu 100 High 1 ’) 22 Trend

Help \ p UCKU )
Loledahihi 100 High 1 A2 Trend

Billing J

Marketplace Cowunekimo 100 High 1 ( \ ~2 Trend
Showing 15 rows of 1,224 total Page Size | 15 1 2 3 4 5 Next Last
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BoisiBASIUTE TpeHAbI. [IPpUoOpUTUIUPYHUTE AEUCTBMUA.

BbICTPO QHAAU3ZUPYUTE AUHAMMUKY KAIOYEBbIX MOKA3ATEAEHN

@Comments @~ @cComments @
85
63.75 [ \
{?r-l
)
' O
21.25 CocpeaAoTo4ubTECDH

Ha HanboaAee
BODKHbIX TPEHAOX B
ACQHHbIX

J

Jan Feb Mar Apr May Jun Jul \_
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OT4€Tbl B p€AAbHOM BPEMEHMU C TMOKMM 3KCMOPTOM ACQHHDIX

HacTpauBanTe MrHOBEHHbIU, MAGHOBbBIN UAU PA3OBbIN SKCMOPT B HY)XXKHOM chopmMmaTe U B
HY>XHOE Bpems

(Veriato) Reports

|~ Dashboard
& MyReports % Public Reports

a0 Risks

2o Productivity New Report Schedule New Public Report

20 Alerts Public Reports Public Scheduled Exports Y Filter
= Explore

Report Name Report Description Report Category eated Date
EB Reports

Alert Public Report Alert Public Report Alerts 8/5/25 9:04 am 8/5/25 9:04 am
£ Rule Builder
website summary for speci... list domains and times visit... Websites 8/8/25 4:27 pm 8/8/25 4:27 pm
B Policies
' Q Configuration ‘ - ‘
™ Marketplace Showing 2 rows of 2 tota Page Size | 25 1
3 A . L ]
11 HUH | Pa6oTaeT MoAHMEHOCHO | HacTpanBe (Veriato)



OT4éeTbl M1 ONOBELLEHUSA: BAXKHbIE MHCAWUTDLI B BALLEM pacnopsaxeHnu

PacLuMpeHHble Ha6opbl AGHHbBIX, BKAIOYAS METAAOHHbIE MO HADKATUAM KAGBULL U APYTUM
AEUCTBUSM NMOAb3OBATEAEH

Report Preview X

Risk Report - FTP Activity

This report highlights high risk File Transfer Protocol activity within your user base.

File Transfer Protocols Most Used / \
@HTTPS
1 =19

13.5

boAbLUe AQHHbIX —
AAS TAYOOKOM QHAAUTUKMU U
ObICTPbIX O6OCHOBAHHbLIX
. AEUCTBUN

. J

45

Close
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'M6kas HaACTPOUKA ONOBELLEHMM U MOHUTOPUHIA

KOHCTPYKTOP NPABUA NO3BOASIET MPOAKTUMBHO HOCTPAUBATL ONMOBELLLEHUSA MOA AlOOble
paboyune n Ub-cueHapum

(Veriato)

Dashboard
Risks
Productivity
Alerts

Explore
Reports

Rule Builder
Policies
Configuration
Admin

Help

Billing

Marketplace

13

Rule Builder

Add Rule

Rules &

(O Default Rule Group v

If | Al &
(3 AM-Alert-Generator

Field
Swapna-Rule- Application
1- ABCDEFGHIJKLMNOPQRSTUVWXYZ

O RohitRule1

O TCRule

Published: @ In Sync: @

If Conditions
of the following conditions are met:
Field Condition
s Product Name € Contains ¢

+ Add Condition

+ Add Block

Publish Rule Group

Value*
Outlook

Actions >

MpakTuvyecku
HeOrpaHU4YeHHblIe
BO3MOXHOCTHU AAA
CO3AQ0HMSA MPABUA,

\ YCAOBMU U ONOBELLLEHNMH )
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KOHCTPYKTOP NpAaBUA: KOHOUTYpPALLUA HO YPOBHE KOAQ

UCcnoAb3yUTE TEXHUYECKYIO SKCNEePTU3y BALLen KOMAHAbI AASl CO3AQHUS NPABUA C
NMOMOLLLbIO KOAQ

(Veriato)

Dashboard

Risks

Productivity

Alerts

Explore

Reports

Rule Builder

Policies

Configuration

Admin

Help

Billing

Marketplace
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Add Rule

Rules o

v

[0 Default Rule Group v

1
2
3
4
S
6
[ AM-Alert-Generator ;
9
Swapna-Rule- 10

1- ABCDEFGHIJKLMNOPQRSTUVWXYZ .

13

[ RohitRulel o

O TCRule

MacwTtabupyeTcs 6e3 orpaHMyeHun | PaboTaeT MOAHMEHOCHO | HacTpanBaeTcs NoA BALUM 30AQ4M

Rule Builder

Published: @ InSync: @  Publish Rule Group

» function run(event, action, context) {

// 20% chance to fire
if (Math.random() <= 0.05) {
// 1. Random alert name (subject)
var names = [
"Excessive File Access",
"After-Hours Login",
"Rapid Copy/Paste Activity",
"Bulk Data Download",
"Unusual Application Usage"
|H
var name = names [Math.floor(Math.random() * names.length)];

// 2. Random descriptive detail

var details = [
"User accessed more than 58 confidential documents in the past hour.",
"Login detected between 2 AM and 4 AM outside normal working hours.",
"Copied and pasted over 100@ lines of text in a single session.",
"Downloaded 5 GB of data from secure share in one go.",
"Launched privileged admin tool without corresponding ticket."

1;

var detail = details[Math.floor(Math.random() * details.length)];

// 3. Random score 1-100
var score = Math.floor(Math.random() * 100) + 1;

// 4. Random alert type

e e r

Save Rule

<[>

NMpakTuyecku
HEeOrpaHU4YEHHblIe
BO3MOXHOCTMU AAA

HACTPOUKM MPABUA U

OnNOBELLEHUU

J

(Veriato)



Al-QHOAU3 TOHAOABHOCTU U MACKHUPOBAHUE ACHHbIX

MNoHMManTe HaMepeHUs. 3aLULLLaUuTe AQHHbIE. ABTOMATUYECKM.

Regarding Case 900-12-3456 apartof 4111111111111112
Hello,
This is a test that contains a social security number of 223.45-9162 and something that

may or may not be a bank account number 0032338329. This information should be
considered confidential or even classified as top secret.

Mylpatient’sjiame}is[HarrisonlFord.JHe was born on[7/13/1842Jand his passport number is
——

356742981, | show that his credit card number is 5200 8282 8282 8210

| will have you contact my CEO, Elizabeth Harz for additional information Regarding Case 900-12-3456apartof 4111111111111112

Hello,

This is a test that contains a social security number of and something that
may or may not be a bank account number This information should be
considered confidential or even classified as top secret.

My is He was bormn on and his passport number is
. 1 show that his credit card number is

| will have you contact my CEO, Elizabeth Harz for additional information
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NLP: BbISIBAAUTE PUCKH B MOBCEAHEBHbIX KOMMYHUKALLUSAX

[AyOOKMU QHAAU3 HECTPYKTYPUPOBAHHBIX ACHHbIX

-

~
NLP

PacLumpeHHbIE BO3MOXHOCTU OBPABOTKMU
€CTECTBEHHOrIO A3bIKA MOMOTQIOT BbISBAATb
NOTEHLLMAABHbBIE PUCKM B MUCBbMAOX, HATAX U
BBOAMMOM TEKCTE: MPU3HAKM MOLLEHHNYECTBA,
4YBCTBUTEABHbIN KOHTEHT, TOKCMYHbIE COOBLLLEHMS
MAM BO3MOXHbIE BDEAOHOCHbIE HOMEPEHMS.

AHOAM3 TOHAABHOCTU M 93bIKOBbIX MATTEPHOB B
PEAABHOM BPEMEHM NMO3BOAJET 3A0PAHEE
OBOHAPY>XXMBATb MPUIHAKM MHCOMAEPCKMX YIPO3
M BbIBOAMTb MX HO YPOBEHb PACCAEAOBAHMS.

J
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{
"text": "That's so stupid! Only an idiot

would think that's a good idea.",
"language": "en",
"results": {
"sentiment": {
"negative": 99.97
3
"hate": {
"non-hate": 62.05,
"hate": 37.95

}

"emotion": {
"confusion": 11.24,
"disapproval": 11.47

2
"toxic": {
"toxicity": 99.57,
"insult": 99.31
Y
}
}

{
"text": "I'm so happy but also a bit
nervous about tomorrow.",
"language": "en",
"results": {
"sentiment": {
"negative": 0.95,
"positive": 99.05
12
"hate": {
"non-hate": 97.56,
"hate": 2.44
12
"emotion": {
"excitement": 16.92,
"nervousness": 19.97

}

}
}

(Veriato)
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